
iSecurity - Smart Curtain Privacy Disclaimer 

Smart Curtain is the service for business owners to control employees' camera 

usage on BOYD mobile phones. The collection, usage, storage, and protection of 

information under Smart Curtain are controlled and processed by the respective 

business owners. The purpose of this Privacy Disclaimer is to explain what 

permissions Smart Curtain requested, and what kind of personal information is 

collected and used. Before activating Smart Curtain on your phone, please read 

and confirm that you agree to this Privacy Policy, and if you have any doubts, 

please contact the Smart Curtain administrator at victor@isecurity.com.tw. 

 

1. Permission Requested and Information Collection 

When you activate Smart Curtain, it will obtain the following permissions and 

collect the following information to identify your phone and control the usage 

of the camera on your phone: 

Permissions enabled 

When you activate Smart Curtain, it will gain the following permissions and 

features: 

Directly read and write external storage: to store application state. 

Obtain mobile phone IMEI/UDID/Number: use them to identify the phone and 

send profiles with Apple Push Service. 

Get phone location (Optional): use the location to determine whether the 

camera is allowed to use or not. 

Information Collection 

When you activate Smart Curtain, it will collect the following information from 

your phone: 

App usage status: checks if Smart Curtain is alive and running properly and 

reporting to backend server if Smart Curtain is hibernated or uninstalled. 

IMEI/UDID/Number: use then to identify the mobile phone and thus identify 

your identity. 

GPS location of the phone (Optional): use GPS to check if you are in the 

restricted area (no camera usage allowed area) defined by the respective 

business owners. 

Smart Curtain will not obtain more information from your phone. 

 



2. Information Storage 

(1) Where the information is stored 

In accordance with laws and regulations, Smart Curtain will store the personal 

information collected in the internal business domain owned by the respective 

business owners. 

(2) Duration of data storage 

In general, Smart Curtain only retain your personal information in the backend 

server for 3 months, after which your personal information will be deleted. If 

you are no longer an employee of the enterprise, your personal information will 

be deleted within 1 month. 

 

3. Information Security 

iSecurity are committed to keeping your personal information secure. To prevent 

unauthorized access, disclosure, or other similar risks, Smart Curtain put in a 

server with reasonable physical, electronic, and managerial procedures to 

safeguard. iSecurity will take all reasonable steps to protect your personal 

information. 

iSecurity guarantee that all employees and third-party service providers who 

have access to this Smart Curtain service to have strict contractual 

confidentiality obligations and the failure to do so will result in 

disciplinary action or termination of their relationship. In addition, 

iSecurity regularly review our information collection, storage, and processing 

practices, including physical security measures, to prevent any unauthorized 

access and usage. 

 

4. External Provision 

iSecurity do not sell any personal information to third parties. 

Smart Curtain will not actively share or transfer your personal information to 

a third party, and it will obtain your consent if there are other circumstances 

for sharing or transferring your personal information. You should be aware that 

when iSecurity shares your personal information with third-party service 

providers, iSecurity contractually set out the practices and obligations of the 

third party and comply with applicable local data protection and labor laws. 

iSecurity contractually guarantee that third-party service providers comply 

with the privacy standards applicable to them in your jurisdiction. 



iSecurity will not publicly disclose the personal information we collect, and 

if we need to disclose it publicly, we will inform you of the purpose of the 

public disclosure and the type of information to be disclosed, and obtain your 

consent, or in accordance with relevant labor laws and regulations. 

With the continuous development of our business, iSecurity may carry out 

mergers, acquisitions, asset transfers, and other transactions. iSecurity will 

inform you of the relevant circumstances and continue to protect or require a 

new controller to continue to protect your personal information in accordance 

with laws and regulations and standards not lower than those stated in this 

Privacy Disclaimer. 

  

5. Your Rights 

During your activation of Smart Curtain, except as otherwise provided by 

applicable laws (including but not limited to labor laws), you have the right 

to control your information, enjoy corresponding rights as required by 

applicable laws, and you have the right to contact iSecurity to assert your 

rights. 

 

6. Future Changes 

iSecurity may revise this Privacy Disclaimer from time to time. When the terms 

of the Privacy Disclaimer change, we will show you the changed Privacy 

Disclaimer document in the form of push notifications and pop-up windows when 

you update the version of Smart Curtain App. 

 


