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' ‘Game-changing attack on'critical
infrastructure site causes outage

Artack will serve as a blueprint for foture attacks an other industrial systems
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) Trade Secrets
) Customer Data
) Non-public Information
) Development Projects
) Credit Card Data
) Source Code

) Unstructured Data

> DIGITAL

View
P | Email | Networkl

Open Upload

Cloud USB Remote Application
Application Devices DIVES Launch

Local CD To

Save to | Burn to I Attach |
Drive DVD Email

. Cut Send Delete
File
Create & To &

Paste Printer Recycle

Print File Connect
Screen Encrypt Device
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Strong
Challengers  Contenders Performers Leaders

] ‘ Strong Syr‘;;';tec
DIGITALGUARDIAN B o
GTB Technologies (+) \L] WJ
Intel Security. PIGITALGUARDIAN
2003 ‘/EE‘EElve rdasys/l;\gj}&j (+) Clearswift
\% lﬁilz:l3 {YZ: )\j/\\\m \}\H 5EZi[:EEE: ( Wa Ith a ml M A ) onLfg?nng; ['_fj Devicelock Symantec
London, Amsterdam, Paris, Toronto, Munich, Tokyo offices o @ T
Egg‘é if?ﬁ“{%ﬁ‘%ﬁi@iﬁ%{agent . DIGITALGUARDIAN
H et 2 — {8 BB AR it FORRESTER@}
N E L2004 FFHAIRHE Market presence
R Wave Leader‘ weak | 00O
—):‘\ 4 ] Weak ———— Strate Stron
20 1 7 G 2 r-En <l & FO\r re:ff_? rl:l:l: tt/_:“ Vﬁ%% Product or Service Scores Tor Intefiectual ng);)peﬂy rrotection ’
A DLPREELRRLR - HENFENFE—RIR
(S A P (R — %
wAGAN  ABESNBHBESANEZRATE 400
A+ AKEFpEE 5 F FIDG Symantec I I | : s

EX

AR EEERE R EDCE

® Searchinform

ABILITY TO

A BTV E R REE (Anytime ,anywhere)
Windows, OSX, Linux, offline/online, cloud & mobile
Network, Endpoint, Cloud, Database “Digital Guyﬁq,iemg?{gqer@l%@igﬁtmmgﬁtﬁﬁ\@m@govers DLP
ERHRE - Bt - 112 - EREREE - #8175 - powerful endpffort @Rpdgece ahe irsidekehnekislveh@&ndpoint
FREEREHEE - ARBRRFSEEREAT  htegration. HLRMINDRRE WHRABHSERRA RFbRNeS 0RO RUX
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E Deepest Visibility

Data Events

File Copy/Move Email Attachments
File Save As ' USB Usage
File Upload/Download ) Printer Activity

User Events

Unauthorized _ A Behavioral Trends
Applications Over Time
1 Anomalous = Non-Compliance
' User Activity "/ Activity

System Events
Process Executions © DLL Image Loads

Network Operations Binaries Written To Disk

| Registry Modifications

Combining system, user and
data insights provides the
visibility you need to protect
against all threats
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Secure Data from Insider & Outsider Threats

Threat AWare Data Protection Secures Sensitive Data Assets

Harnessing our:

BEESE T tRE ]
Visibility Understand Protect
Deepest Real-Time Flexible
Visibility Analytics Controls

Stops Data Theft From INSIDER & OUTSIDER Threats
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ki E 4 HIDLP

Encryption

Cyber Defense Device Control

e

DIGITAL GUARDIAN

s VERDASYS

Network Control Application Control
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Verizon ERIA RIS

/8% of advanced and targeted attacks involved spear-phishing
scams with emails containing malicious attachments

23% of users open Phishing messages and 11% click on the
attachments

95% of malware showed up for less than a month and several
didn’t last more than 1 week.

/0-90% of malware samples are unique to one organization
15% of incidents still take days to discover.

a; DIGITAL 12 Confidential © DIGITAL GUARDIAN INC.
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€ i DIGITAL FOR
DIGITAL @ | ADVANCED THREAT
Advanced Threat Protection 2 | PROTECTION

E FHEEADG AgentRI i
Kernel Level Agent
Stealth Technology

RIBF 1T Rt
Malicious software
System compromise

51 ¥TAPT = e DG4 AY

Deep visibility into events across the user machine, at both the kernel and
user level
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DG ATP HYBEL

Visibility into the Full Attack Lifecycle for more effective
detection

Not just a list of I0OCs

Detects Malware and Non-Malware Based Attacks
Not all attacks employ malware

Detects Known and Unknown Attacks
Detects the behavior of the threat, not the specific component

Continuous endpoint visibility

Combination of both Kernel and User mode monitoring gives a 360
degree view

a; DIGITAL 14 Confidential © DIGITAL GUARDIAN INC.
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EMS R E MW EE (APT) 28I 51
Example of Advanced Persistent Threa:E PDete_cﬂ__tion

~
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Dlgltal Guardian gIves User receives a spear User opens
HH phishing email with the attachment,
you the ablllty to a PDF attachment whichis actually

protect sensitive data claiming to be from HR sninfected POF
. Indisguise
from outsider threat °

Digital Guardian monitors and records those  Once opened, the file
behaviors; identifying them as malicious begins executing a series
of commands on its own

Digital Guardian
protects by blocking
the behavior,
quarantining the
device, and alerting IT
of the phishing attack

15




DG ATP HI1RFEEEE
Email Attacks Physical Threats
Phishing Candy Drop
Spear Phishing Social Engineering

Malicious Insider

Web Browser Attacks Existing Threat Detection
Watering Hole Malware actions occurring
Drive-by Downloads before ATP was installed
Malvertising Install ATP to gain that visibility

Ransomware protection

~ DIGITAL 16 Confidential  © DIGITAL GUARDIAN INC.
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DG Network Appliance Emlf

1514 DLP == .‘ A% DLP

Sk, BIEHBERN B/ E
 FEZEHZE, DBs, SharePoint, CMS, {7 fR#5 £l - EMail, Webmail, HTTP/S, FTP/S, TCP/IP
=8 - FEHH, FREgE, N
- R, B8, Rk

EHEE ot T T L TR REEE
KPEEYS Sysloa/SIEM

£ 1%

=inm DLP

R ESInET LWEH
* Box. Sharefile. Egnyte. OneDrive
© K. Bk TR, BE). MR
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DG Network Appliancei® A A E #

=i 4 FE AR AR B

cof ek
ERRE a RS
- < 600FEMETRIER. M=, BEHEHE.
T s XEEWESEL. ST
}&E Metadata (1, X/, L18) ur
-~
=
Network H
DB iEEE | B & #5 s Niear | Monitoring | seamwery | Cloud
ﬁﬁ' Scanner
6amp|es

Sensitive DB Sensitive Files

K US Addresses

DB Record Matching CustName AND (AcctNum OR SSN) from DB
Partial File Matching Paragraph match from fingerprinted file
Patterns Credit Card Number, SSN, Passport Num
Regular Expressions Medical Record Number, Email Address
Dictionaries HIPAA Code Sets - NDC, LOINC, HCPCS

N

/
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DG User Classification
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How DG Classifies ?

Mac
Joe Smith
462-81-5406
42 Wallaby
Cook

Content-based

File inspection to identify, tag
and fingerprint sensitive data for
lowest false positives

DIGITAL

2 h
-

|.poc
0

P

0+
Parameters

Context-based

Identify & tag sensitive data
(structured and unstructured)
even before you develop policies

E

e P
O
L

User-Based

Enable users to classify
sensitive data based on
business requirements

Confidential
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Use Case: User Classification

(. PUBLIC >
(. INTERNAL )

f SECRET )

Company wants data owners to
determine file & email sensitivity

/ Intellectual Property

mwoduct Roadmap

Whitepaper

Users must classify data using
Company’s schema & guidelines

Users must also be audited to
prevent misclassification of data

PUBLIC
‘ INTERNAL

DG requires users to manually
classify sensitive files & emails

B o »Ed

DG prompts can educate users
& guide proper classification

DG’s automated rules can confirm
& enforce correct classification

= DIGITAL
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& DIGITALGUARDIAN
»> |tUSER CLASSIFICATION

Powered by Boldon James

ERE 73RV =

HE—Incorporates data owners into the information security program by using
their knowledge to classify data.

ZEiE— Increases accuracy of data classification by providing additional context and
verification of automated classification.

AR &i— Improves Data Loss Prevention by helping to ensure the right regulated
and/or sensitive data is tagged.

{8 5t— Increases Advanced Threat Protection efficiency by incorporating accurate
data sensitivity context into alert prioritization.

= [H— Delivers the most complete data classification offering in the industry.

ﬁ DlGlTAL 23 Confidential © DIGITAL GUARDIAN INC.
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Classification for Office

Accounts.de

HOME INSERT DESIGN PAGE LAYOUT REFEREMCES

-°|-_L| . * @@ Public Bl Gereral | Calibri (Body)
— By Confidential 0 Secret B I U »abe x,
- 8 v €3 Internz

Clipboard Classifier Label

Consistent

graphics Secret

&

count Summany

Lorem ipsum dolor sit

dolor a turpis lacreet, Vlsual markl ng

placerat et. Curabitur]

lectus. Fusce nec auc Of Content

eu lobortis purus pul

d

MAILIMNGS REVIEW VIEW DEVELOPER

i

Editing

d lacinia luctus ligula vel ultrices. Proin gravida

d ornare tortor dui, eu conseguat eros

ibus cursus libero. Pellentesque at mollis
ornare nunc. Nulla maximus feugiat lacus,

sequat efficitur. Morbi nec nulla dolor.

Vivamus non libero lorem. Suspendisse dapibus, est id tincidunt sagittis, ex felis lacinia erat, eget
vehicula lectus magna eget erat. Donec tristique sapien sit amet augue pulvinar pellentesque. Quisque
metus lectus, iaculis at massa sit amet, hendreht fermentum orci.

Project Details

Pracsent elementum hendrerit malesuada Proin ornare augue turpis, eu varius elit ultrices en. Nunc ornare
finibus felis vel eleifend. Nullam a dolor eres. Nam iaculis mi mi, a viverra quam efficitur nec. In sit amet
consequat nunc, in eleifend augue. Nulla ullamcorper eros nec nibh sollicitudin vehicula. Donec tincidunt nibh

Sign in|

PAGE1OF1 28s5worps [ 89
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Classification for Email

= Account details - Message (HTML)
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW
"“D ’@Public General |ubuntu |10 - A A
L Confidential 00 Secret
i 1 lude T
Pte o ' : Classification pesllicESy

S -

Clipboard Classifier Label Selectlon Zoom

myself@personaldomain. com

Classified |
Attachment i e Metadata tag

Attached m_’-‘f';ﬁccoun_ts..qo_cg. 24 KBI

Please see attached for account details.

Classification

5 Classificati 0
Jane Doe | Senior Account Manager e

. {D2DBF272-8505-4262-ABBF-DOF96232CC63}
(781)555-5555] Visual summary of A (partoerid=o)
BGTTAL kb . {22FF716B-D711-4081-B396-6566E51D8062)
= (partnerid=0)
m eta d ata ma rkl n g i [2:[)62ErTC—929A~EECSJCZE—DBCO‘)AQZCBEG]
L (partnerld=12)
i [37E637C8-AF46-8AB0-CB37-E63746AFS08A}
(partnerid=12)
= T, dlp_pci_data_med (partnerid=0)
E — Classifier Labal Policy Tags classification_public (partnerid=12)
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Classification for Files

GO~

Organize =

EJ Cpen

. Favorites

B Desktop

s Downloads
=% Recent Places

o Libraries

. Documents
4. Music

& Pictures

B videos

e Computer

& Network

bdic oyt
viicrasoft

WS
DIGITAL4

Secret Cookie Recipes Titte:

N i e e
word Dodument Au

Libraries * Documents »

Share with = Print E-mail Mew folder

Documents library

Includes: 2 locations

s =

W/

E

Secret Cookie
Recipes

Custom Office
Templates

MNew folder . 5
- File Classifier

CAUsersicmkingDocuments| Secrat Cookie Recipes. docx

Classification 0 Pubiic

O Public

.ﬂ Confidential

that showld be restricted

Infarmation
to business pariners and customers

and not shared pubtically.

Size: 195 KB g5 [XYZZYsecret]

11/15/2016 1:09 PM

Add a title

ors: Chiris M. King Date modified:
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DG Prompts and Warnings

UC Tag Mismatch

This is a test.doex - Policy Check 'ﬁ D I 'G ITA L

This i of the ¢ e .
The curant iabal i shown LIC Tag Mismatch

You are attempling to copy/move a =e

chassfied by vou. Please open and class

this is Tequired for business purpose, pi

and click on Continue.

If wou do not wish to continue, cick on
Dear CMKing,
Youl are attempling to emal a sensitive fle that has been classified by you as
publdc external, If this 5 required for busness purpose, pheace provide
justification for the action and chck on continue.
IF vou do not wish to continue, dick on Close.

Justication

=~ DICITAL
| Continue

Justification

| Continue | Close
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DG Products Today

{&! DG Endpoint Agents (DLP)

‘fé Advance Threat Protection (EDR)

J Network Appliance

@ Data Discovery

% Cloud Data Protection

@ Data Classification

-)téi(—

b

CONFIDENTIAL
DATA

CONFIDENTIAL
DATA

= DIGITAL

CONFIDENTI/
DATA

box

‘ Accellion Y
EGNY.TE

= ' Microsoft CiTR!X"
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Data loss prevention

Advanced threat

protection

User classification

Network Appliance

~

DIGITAL

Kernel [Bagent - HARESERE
Bz EEWindows OSX X Linux=K¥&
‘Capture all” - AFEEHLETEREER

Not just IOC (Indicator of compromise)
Behavior based Endpoint detection and response
Single agent for insider and outsider

sl {5 & 4R EEOfficeMBRAE 2= K EmailiF » 48

o FEB@IE AR 7 A E—E=ZEE R 58

2 5H 5 @EmANS (content) KB (context)iZaC Z A E
REEEIREEWeb ~ FTPXSMTP - BhEitE8E R INE
Sth(event) e EZERE—EETH

%= A DiscoveryECloud 2 I 8E
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1 —Kerneljzyagent
IE— N TR B EFRBUR
M —5E 8T FEWindows(server/workstation) ~ Mac OS - Linux
IE—IE =t 1T 5C 5 TUHJagent

I — B PR &EBinsiderEioutsiderf##oR 7 5

IPRENE—F
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Thank you!
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