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File Based Detection Behavioral Detection Everything Else CrowdStrike
KILL CHAIN AV Signatures Exploit Blocking IOC Detection Sees the Entire
File Whitelisting Behavioral Analysis Forensics Kill Chain
Machine Learning Sandbox Appliance SIEM Correlation
1.RECONNAISSANCE
2. WEAPONIZATION
3.DELIVERY @ @
4 . EXPLOITATION o e
5.INSTALLATION
6.COMMAND & CONTROL o

7.ACTIONS ON OBJECTIVES o
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Q  Target Country: X 17 Actors found | X
Origin Target Industry Target Country Motivation
China 13 United States 70 Espionage 16
India 1 NEDED! 20 Criminal
North Korea 1 Germany 19
Russian Federation 1 United Kingdom 19
Unknown 1 India 18
+Q Q lo more +Q, 92 more +Q

Recent Actor Activity
COBALT SPIDER STARDUST CHOLLIMA (6] WICKED PANDA VICERQY TIGER

November 2017 October 2017 September 2017 August 2016

Eastern Europe, Georgia, Kazakhstan, Kuwait, Malaysi... Bangladesh, Belarus, Brazil, Chile, Colombia, Ecuad... Japan, South Korea, Taiwan, United States Afghanistan, Australia, Canada, China, India, Iran, ...

Financials Financials, Technology Chemicals, Engineering, Manufacturing, Technology... Aerospace & Defenss, Dissident, Financials, Gover...
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