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Knowing Is the Best Defense.
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Easy to Attack vs. Difficult to Attack Directly
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RisklQ’s Q2 2017 Mobile Threat Landscape Report
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Attack Surface

Version

Compliance -
Management Partners / Affiliates

Monitoring 3d Party Code

Site Plug-ins

Unauthorized
Connectivity

Shadow IT / M&A

App Sprawl Unauthorized

Redirects
Stores
Unauthorized Test/ Dev/ Orphan Sites
Partners —f) Shadow IT
M&A

Fake/Infringing Apps

Credential Theft Credential Theft

Copy Cat Apps
e Mal
App Modification ~ Malware & DZ(;Aelza:ieoiL Fraud/
Deception p IP/Brand Counterfeit
Infringement
Infringement
Brand/ Reputation Legacy Defacement

Accounts Harmful links

Fraud Unauthorized Firm

Presence

Malware Partner IP/Brand Auditing

Unauthorized Content
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Verizon Data Breach Investigations Report (2017)
The SANS Continuous Monitoring Survey (2016)
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In Poor Form

RisklQ Research Shows FTSE Companies
Lack Secure Data Collection Methods

With one year remaining until the EU General Data Protection Regulation (GDPR) takes
effect, new research by RisklQ reveals that 34% of all public web pages of FTSE 30
companies capturing Personally Identifiable Information (Pll) are in danger of violating
the regulation by doing so insecurely.
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How Secure are Pages Collecting PII? |

live web;itos in total,
an average of

websites per organization
— - —

are insecure don’t use encryption

pages on those
collect PlI;
an average of

are using old, vulnerable have expired certificates
encryption algorithms

pages per organization
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Terabytes of
Passive Passive DNS
DNS Data Daily

Open Source
Intelligence

Blacklist
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Internet
Reconnaissance

SSL
Certificates

Phishing
Feed

Malware
Feed

Collected Millions
of SSL Certificates

Monitors Millions
Mobile Apps

Internet Data Sets

Full DOM
Capture &
EWSS

SSL
Certificates

Historic
Data
Mobile Apps

Derived Data Sets

Zero-day
List

Accomplice
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IP
Reputation
Data
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IFrame on JQuery.com

RisklQ BY virtual user #2flif2RIZ)7E jQuery.com Y DOM
HEBAETHNE, REE—DTRADTZEREL, 383K

B—E iFrame BEOEA 2 WEHELS jQuery-cdn.com

30

20

I Incidents by Day

Feb Mar Apr May Jun Jul Aug Sep

Page http://jquery.com/

£ Document Object Model

e e AR
Sequence Overview
Sequence URL Ad Network Cause Response Code
o 1 http://www.puntdllp.com/punish.phtmi?gonext=true&r= - topLevelRedirect 302
o 2 http://ierq.alraqdi-museum.com/?PHPSSESID=njrMNruDMh7HApzBKv... - redirect 200
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2 D 17253495 - Created 2016-12-12 - Updated 2016-12-12
¥  Event Type = Malware and First Seen == 13 months ago .. blueeartr--gov [ 2% blueearth-gov ! .
[, vaivare
Sort : First Seen Descending v 1-13 of 13 i
R Summary Affected Host Threat Host Pages Affected (1) Threat Urls (1)

& MALWARE

blueearth. _ov / blueeartt 3 Page Threat Count  MatchType  Match Level MatchedBy Confidence  Links
Se [0 - ] https:h’blueeartl'-ow’streamIining-operations.-‘nor‘thern-nj-final-redacted_pdf 1
Threat Host blueeart!

First Seen 24 days ago

Scanned 24 days ago

Exact Url 2 Low

¥ Active




2] Web Site (15,669)

EOCILE v 1-250f15660 » Sort:Created At Descending v
Auto Confirmed Asset Type  Name Tags / Brands Status Confldence  Priority  Enterprise Asset  Title Host
Brand 3 S A Confirmed  Absolute High ERROR: The requestad URL could not be retrisved
Conficence » 3 A Absolute High ERROR: The requested URL could not be retrieved
DNS Veracity
» I A
Discovery Run
Enterprise Asset » S A Confirmed  Absolute High default.secureserver.net
T S 3 A Confirmed  Absolute High ERROR: The requested URL could not be retrieved
Keystone
> =W Confirmed  Absolute High ERROR: The requested URL could not be retrieved
Organization o
Primary Contact » A Confirmed  Absolute High ERROR: The requestad URL could not be retrisved
Priority » B, Confirmed  Absolute High ERROR: Ther ted URL could not be retrieved
Secondary Contact
» S A Confirmed Absolute High ERROR: The r ted URL could not be retrieved
Status (2 / 25,783) T
firmed
> 3 A Confirmed  Absolute High ERROR: The requested URL could not be retrieved
» S A Confirmed  Absolute High ERROR: The requested URL could not be retrieved
. A Confirmed  Absolute High ERROR: The requestad URL could not be retrieved
» 3 A Absolute High ERROR: The requested URL could not be retrieved
3 S A Absolute High ERROR: The requestad URL could not be retrisved
DOMAIN STeTTe o T
> 3 A
» I A Confirmed  Absolute High ERROR: The requested URL could not be retrieved

’Security




2] Web Site (15,673)
COMMON v 1250f15673 » Sort:Created At Descending v

» Auto Confirmed

» = https Confirmed ~ Absolute  High
Brand
Confidence 4 =] A WEBSITE https:| Confirmed  Absolute High
LA v EP, htps:/ Confirmed  Absolute  High

Discovery Run
Enterprise Asset
Infrastructure Policy

Keystone

Organization

Primary Contact
Priority
Secondary Contact

/ 25,789) :

CONTACT
C tr y ay ag Primary Contact : None econdary C t: None Watchers : 0
DOMAIN Full Detalls »
< = A WEBSITE Confirmed  Absolute High
» 3 A EB SITE Confirmed Absolute High
IP BLOCK Tttt vt
£ = A WEBSITE Confirmed  Absolute High

ERROR: The request

ERROR: The request

ERROR: The request

ERROR: The request

ERROR: The request

ecurity




GLOBAL INVENTORY INSIGHTS
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Individual IPs with an Open Port
Ps seen with at least 1 port open in the last 14 days

Expired SSL Certs
Confirmed Certificates

OpenSSL
Sites using OpensSsL potentially susce

tible to the Heartbleed vulnerability

Broken Redirects
Sites that Redirect

the final URL response code is 4xx or 5xx

Test Site
Potential Te:

At Risk Frameworks

Sites using at risk frameworks with known vulnerabilities

At Risk Servers

Site Access
Login and Signin Pages

SHA-1 Certs

SsL Certificates using SHA-1

s with Operating Sys

tems that have known vulnerabilities

+ ADD INSIGHT




» A RrISKIQ

RiskQ &g

External Threats

2. §D1TF¥TTZ%§E’JEE§Q 2= DIGIEBERE
(BB 4L
BEFHEApPP
(mE AR IRR
REIZBOIESEMH -

BENEMSMFE - BERENRIENEES



R RIT RV ERE

iThome © Z773 HiE Z® BigData Cloud DevOps #ZE Video HHE -

iThome

ITHBEXHE
FEIEEITHE

=

HRERI2016EE 14 2% EESEFRENAT

EZRIF 2017MEABH

SXFAHE53H] : 8RkIIRFILIRPIFIR . EREMMET , BtET
5’4‘%2' zsﬁ]‘a%

X/ EEZ | 016-12158% CEE) 3c 5 mamAThomesiE  [FEJEER>] o

84% of phishing sites last less than 24 hours.
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content

fullHost

' fullDomain

host

domain tid

url: http://www.irs-tax-settlement-hq.com/...

IRS Tax Lien? Need an IRS Offer in Com

Do You Need...

IRS Tax Settlement

We'll Fight to Restore Your Life!

Free Consultation Tax Problems Tax Solutions

Trustworthy & Effective...

- Free Case Review Process to Ensure Success!
Resolve Your Business and Personal Tax Issues

« Qualified and Experienced Licensed Tax Professionals

Call Us Now at (877) 627-1192

Contact Today... Live Worry Free Tomorrow!

This year alone, our efforts have helped connect thousands of taxpayers to Tax Professional:
resolve their IRS/State Tax Problems. The Licensed Tax Professionals in our network have sev
years' experience and have seen millions of dollars in tax debt. Call today for a free, no obliga
consultation, and an IRS tax expert will review your individual situation with the IRS, communicate
options to you, and execute the path you choose to pursue. This puts you in control, not the IRS!

"l was enmmely skeptical at first. Well, long story short, after signing up they went to woi
d. The help has been so pricel no pun ir ded. Even if
you re on a tight budget, they work with you. Excellent company."

Dana B.—Lawrence, KS

ise? You're at the place for all Tax Debt Help and IRS Payment Plans!

Call Us Now
(877) 627-1192

Llamenos Ahora

Testimonials

Your Information Is Safe with Us title

Owverview Original Response Files Cookies L

«|DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.8 Transitiongd N “http://www.wi.org/TR/xhtml1/0T0/ xhtmll-tr

<html>

<head>
<titlesFree Consultation about Your Tax Problems from IRS Tax Settlementlcftitles

<meta NAME '<eywor‘

your Tax Prablens

ontent="free consultation, irs payment plan, tax debt“:«<meta content="IRS Tax Settlemen

“description®»

tlement HQ RSS Feed” type="application/rss+xml™ />
“Content- [)De >

href="/feed.xnl "alternate” title="IRS Tax Set
content="text/html; charset-150-8859-1" http-equi

src="/shortform.js" type="textfjavascript”»</scri

T language="JavaScript™ type="text/javascript®»
Yahoo! Inc

var ysm_accountid “1MNLBKEGJBOUTMINIPAEBF 90EBHS "

document .writel"<SCR" + “IPT laneuaee="JavaScriot' tvoe='text/davascriot' ®

responseBody



- Typosquatting {1
domain.com Vvs. domaiin.com

- Homoglyphs [E#
domain.com Vvs. dornain.com

- BfEDomaindSubdomain
yourbrand.com vs.

Iswearimnotyourbrand.com
yourbrand.imnotabadsiteiswear.com

 Punycode
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SOCIAL

Profile Homepage: https://twitter.com/Wikimedia

Profile Name
* Not unique to user

* Changeable with keeping the ‘
same username

* Auvailable field: socialName

G FOLLOWERS KES

TWEETS FOL

3,542 505 30.8K 139

Username \ Followers
. Unique to user Wikimedia Tweets Tweets & replies Photos & videos « aka. Likes,
URL 3Wikimedia ® Wik : Friends,

* Contained in homepage

e Available ﬁe[d Description The official account of the Wikimedia | Michael A’“°"‘ Dita . ) Connections, or
. , .. T Foundation, the non-profit that operates : My daughter's agreed to give away $100 instead of getting it as Xmas ,
socialUsername * Auvailable field: Wikipedia, presents, So, we all donated to @Wikipedia and @TrevorProject Subscribers, etc.
socialDescription O Gan Franclsco share * Not currently
. wikimediafoundation.org/wiki/Home target-able
Location Joined October 2009
+ Not currently B Myloe Joseph ’
5} 377 Photos and videos : P * )
target-able e 2 Wikipedia on making pageview data easily accessible -
- ,'t‘: blog.wikimedia.org/2015/12/14/pag... > a BIG priority for GLAMs to
’ ;

show #GLAMWIKI ROI

Profile Link w
* Not unique to user, but ™ o
limited to 1 per profile N $ Ty
* Available field: x \

socialProfileLink

Motherboard Dec 1
Watch the world change but not really In Wikipedia‘s #Edit2015

=== bit.ly/11PSnIf

@&




https:/iplay.google.com/store/apps/details 7id=com.riskiq.riskigflashlight
—————— Package Name/Official ID
* Available field: officiallD

MOBILE -

App URL B S Lo

* Contains store name and a 7
unique identifier for the app, o

such as the title, official ID, or = RiskiQ Res
store-specific ID e \' Unrated
e V)

App:

App Name
* Available field: title

Category
* Auvailable field: category

Developer
* Available field: developer
App Description -
* Available field: — ~  oSH
description 2 1 U I

L R B B R

Date of Publication/Update
* Available field: releaseDate Q Johan Nestass wse s+

App Version
* Available field: currentVersion

4ATION  ————— Downloads
ze nstatis * Not currently targetable

Current Version Requres Androwd

*%Security




23,642,734 188 100 8 9

Active Apps Stores Active Stores Platforms Languages

200
Official
Affiliate

L Hybrid
TR
T

Jul 2012 Jan 2013 Jul 2013 Jan 2014 Jul 2014 Jan 2015 Jul 2015 Jan 2016 Jul 2016 Jan 2017 Jul 2017
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Malware

1,424 30 10 1 639 252 309 2,273

Domain Infringement 1,006
Rogue Mobile App 72
SsL 217

Web Compliance

Content 254
Infrastructure 415
Sacial 327

All 2,356

HISTORICAL DATA

477 [ New
705 M@ Resolved
c08 Il Tenacious

1,640 All

1 Phish

Domain Infringement

@Security
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RISKIQ Q antivirus.safetynote.xyz rennti.ru

2016-01-29
2016-09-21

Malicious Blacklist [ Hashes [ Phishing B Riskig

‘@ Passivetotal @ Phishing @ Typo-Squatting o Categorize

Enterprise

Resolutions 78
FILTERS @ RESOLUTIONS @

P 78) v Show:25 < 1-250f78 » Sort: Last Seen Descending ¥
104.86.110.104 1 Resolve Location Network ASN
10486110113 1 us 107.170.2.0/24 62567
107170222 1

52.70.175.181 us 52.70.0.0/15 14618
12824190162 1
12824190170 1 165.254.42 65 us 165.254.0.0/16 2014

Show More...

165.254 42 83 us 165.254.0.0/16 2914

NETWORK 8)

64 86.206.122 us 64.86.0.0/16 6453
198.172.0.0/15 4
72.246.64.0/23 4 64.86.206.74 us 64.86.0.0/16 6453

128241 0016 3

2017

2016-07-03 to 2017-01-07

First

016-08-07

2016-03-10

2016-01-29

2016-01-29

2016-03-08

2016-03-06

Last

2016-09-21

2016-09-05

2016-03-08

2016-03-08

2016-03-08

2016-03-06

Source

pingly, riskiq

kaspersky, pingly, riskig, virustotal

pingly, riskiq

pingly, riskiq

riskig

riskig

nload

Tags




Passive DNS

» Historical set of records for the resolutions of
domains and IP addresses. Reveals patterns of
attackers and derives timelines

WHOIS

* Repository of registrant information that can
provide leads on connecting different data points
together. Sometimes reveals actor patterns

Subdomains

* Any hosts (host.domain.com) that have been seen
related to the domain or IP address

OSINT

* Open source intelligence, both long and short form
provided by individuals and companies.

Hashes

» PassiveTotal partners with a number of commercial
and open source repositories of malware data.

Trackers

* Unique fingerprints identified within web page
content that correlates to a single point. Helpful in
surfacing abuse such as phishing

Components

* Technology used on websites or on IP addresses.
This information can include web server software,
operating system, web app frameworks.

Host Pairs

* Sequence data obtained from crawling the internet
like a user. Identifies related hosts based on
dependencies, linking, or redirection.

DNS

* MX (mail exchanger), NS (nameserver), TXT (text),
SOA (start of authority), CNAME (canonical name)
records
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