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' Siemens SIMATIC HMI
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Devices Vulnerabilities

(Update A) Schneider

Electric Telvent SAGE RTU
DNP3 Improper Input

Validation Vulnerability
- ’\\ f

2~ Schneider Electric Vijeo
Historian Web Server
% Multiple Vulnerabilities

&

Workstation

SOL Server
Workstation @ Corporate LAN

AC500 PLC Webserver
B CoDeSys Vulnerability

SCALANCE X-200
Authentication Bypass
Vulnerability

o o E Yokogawa HART Device
et oo R . s DTM Vulnerability

Advantech EKI-6340

Command Injection
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J Select a vulnerability from the list of
|CS-CERT advisories

. Scan Internet to locate vulnerable
devices T M

J Exploit
- . 'a

Corporate LAN

E. Leverett, R. Wightman. Vulnerability Inheritance in Programmable Logic Controllers (GreHack13)
D. Beresford. Exploiting Siemens Simatic S7 PLCs . Black Hat USA (2011)



Control system
design flaw

n Industrial systems can be controlled without ~
— modifying the contents of the messages
o This can be effective even if the traffic is signed

or even encrypted Overlooked data
security property

—

Process data can be spoofed to make it look like

everything is normal
o This can be done despite all traditional
communication security put in place

&

M. Krotofil, J. Larsen. What You Always Wanted and Now Can: Hacking Chemical Processes.
Hack in the Box, Amsterdam (2015)
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# Building Management Systems (BMS) — ICSH\ 55 —f& JfE
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Hackers Use DDoS Attack To Cut Heat To
Apartments

= f ¥ in G

Lee Mathews, CONTRIBUTOR
Observing, pondering, and writing about tech. Generally in that order. FULL BIO VvV

Opinions expressed by Forbes Contributors are their own.

Che

New lﬂ orl( “H ac k ers U Se N ew Ta Ctl C a t Residents of tw? apartment. buildings in F.appeem'al?ta, a city of afound
i ] ' 60,000 people in eastern Finland, were literally left in the cold this weekend.
@fo Austrian Hotel: Lock/ng the Doors The environmental control systems in their buildings stopped working, and it
Imes wasn't because of a blackout. It was actually a DDoS attack that took them
down.

Forbes “Hackers Use DDoS Attack To Cut

Heat To Apartments”

&
‘t mation of SCADAfence Ltd.
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JUN 22, 2017 @ 05:00 AM 8,196 @ 2 Free Izszues of Forbes

TEHE—BEIARNER Cyber Attack At Honda Stops Production
=z |I= After WannaCry Worm Strikes

s LOSS OF Peter Lyon, CONTRIBUTOR

| focus on all things to do with cars. FULL BIO VvV

R EVE N U E Opinions expressed by Forbes Contributors are their own.

Honda

The WannaCry worm is still alive. Honda said this week that it was forced to
halt production for one day at its Sayama plant near Tokyo after finding the
WannaCry ransomware in its computer network.
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t n n Security

Paper factory fired its sysadmin. He

LOSS OF returned via VPN and caused $1m in
s REVENUE damage. Now jailed
34-month sentence and he has to pay his old bosses
back
REPUTATION By lain Thomson in San Francisco 18 Feb 2017 at 00:24 53() SHAREY
DAMAGE

A sacked system administrator has been jailed after hacking the control
systems of his ex-employer — and causing over a million dollars in
damage.

Brian Johnson, 44, of Baton Rouge, Louisiana, US, had worked at paper
maker Georgia-Pacific for years, but on Valentine's Day 2014 he was let
go. He didn't take that lying down, and spent the next two weeks rifling
through the firm's systems and wreaking havoc from his home.



T M@ —BEIAROER The R Register

FERENE
s LOSS OF Hackers pop German steel mill, wreck furnace
REVENUE Phishing proves too hot for plant

s LOSS OF
ASSETS
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Tara Seals US/North America News Reporter, Infosecurity Magazine

Email Tara ‘ Latest

Industry /

White Papers:
/\

NG 7 7

The Dragonfly malware previously thought to be focused exclusively on the critical energy
and chemical sectors is now thought to be more likely targeting pharmaceutical companies.

In the first of four reports from Belden, focused on executing the malicious code on systems
that reflect real-world ICS configurations and observing the Dragonfly’s impact, some factors Down | oa d now ‘
have been uncovered that suggest that a main target for Dragonfly is the intellectual property —
of pharmaceutical organizations.

Over the past few years, industrial infrastructure has been identified as a key target for Strategy - Insight - Technology
hackers and government-sponsored cyber-warfare, attracting some of the most sophisticated
R P cyber-attacks on record, including Stuxnet, Flame and Duqu.

Earlier in the year, security researchers spotted a new attack campaign using infected
ICS/SCADA manufacturer websites as part of watering hole attacks to commit commercial Why N Ot WatCh ?
espionage and take over industrial control systems—and Dragonfly was shown to be behind it,
according to F-Secure. Earlier in the year, the remote access trojan (RAT) was used in the past
to target energy firms as part of campaigns by a Russian group dubbed ‘Energetic Bear’' by
Crowdstrike.

Dragonfly, a.k.a. Havex, is significant because it is the first one of the advanced attacks since
Stuxnet to have payloads that target specific industrial control system (ICS) components.

26 MAR 2015 SFEB 2015
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HOW AN ENTIRE NATION BEGAME RUSSIA'S TEST
LAB FOR CYBERWAR
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Sienﬁs Simatic S7-300 PLC'CPU
with three 70 medules attached
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hlock

=53 =1
2010fFBHE 43 (Stuxnet) S 14
Step 7
reguest s7othxdx.dll
code block PLC
from PLC > S7blk_read —— .
oI . " s
show code . cE::ELe : _, : ;lndi :
hlock from ' block o | ! B
PLC to user - R B Mot
oSl
 code :
r block ) Stuxnet hijacking communication between
Step 7 software and a Siemens PLC
Normal communications between Step 7 et original
H s7othxdx.dll but renamed
Step 7 and a Siemens PLC request e
code block PLC
from PLC ™ s7blk_read s7blk_read PEE— .
TTTTTTT ) TTTTTTT T s
i STL 1 i STL ! ' code
srow tod ' ocode | code | e} block |
F’L?:Et rom . block 1 f— | block .
o Luser '_______: l_______!
\ modified :
STL
1

I
1 code
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It is about MONEY
Plants are ouch! how expensive
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Physical Infrastructure Hacking
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How to Deliver
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About Bubbles
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J Industrial espionage has started LONG time ago (malware
samples dated as early as 2003)

¥ Nitro Ma!ware Targeted Chemical ;.. Reported in
d¢. . COmpanies RT

's‘ , ment, and manufacture of chemicals and advanced materials. The

qc"qs v goal of the attackers appears to be to collect intellectual property

ﬂ% Ay such as design documents, formulas, and manufacturing processs

e

B4 Symantec;i Mg, Ma l 0 P\D
Wa,..

é‘
Dragonfly: Wesw’a; 2 QS‘(

Cyberespionage campaign stnle E"?‘?‘

Dl‘agonFly/Havex/En P\CQDAMT\ 5 5p ‘“}Hiﬁ'l?.'“mﬁﬁm

Against Energy Suppl \eake™ " [
° 9 PP Bﬂmﬁﬂmﬂw ation state behind malware attacks on

uropean ICS systems?




SCADA Hack Is the Biggest Untold Story
of the Cybercrime Industry

Industry means big business

Big business == $5$5$5$

Alan Paller of SANS (2008):

In the past two years, hackers have in fact successfully penetrated
and extorted multiple utility companies that use SCADA systems.

Hundreds of millions of dollars have been extorted, and possibly
more. It's difficult to know, because they pay to keep it a secret.

This kind of extortion is the biggest untold story of the cybercrime
industry.
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e AntiVirus and Patch Management
e Database links
e Backup systems
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3 [o] 44 B A 28 v s 48 B B KIS

Attack Type UGw Fwall

1) Phishing / drive-by-download — victim pulls your attack through firewall

4

2) Social engineering — steal a password / keystroke logger / shoulder surf
3) Compromise domain controller — create ICS host or firewall account

4) Attack exposed servers — SQL injection / DOS / buffer-overflowd

5) Attack exposed clients — compromised web svrs/ file svrs / buf-overflows
6) Session hijacking — MIM / steal HTTP cookies / command injection

7) Piggy-back on VPN — split tunneling / malware propagation

8) Firewall vulnerabilities — bugs / zero-days / default passwd/ design vulns

9) Errors and omissions — bad fwall rules/configs / IT reaches through fwalls

& H» b b A b H» b H

10) Forge an IP address — firewall rules are IP-based

B
o
=
©

Total Score:

Attack Success Impossible
Rate: P
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BRI &N EFE
Targeted Attack (& ¥ 14 H IR I EE)

o ﬁEUﬁH TR IEF IR R EFAEIKAE - S REFI
BEF A AR E M E ke
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75 BVRoot/AdministratorZ i =l 28 i 5 &= B
fEDomain ControlleriZ 17 1#IRoot/Administrator ik 5t
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IR 1 = 48 B PR & AY ¥k &
N 0%3 %

HIMNERFRKH =B AERREERTL T E MR = Patching
EiC[ERE A B Ol Shadow OTHY /& & B2 = —1BHEZK,
MAFAZIRE

protocols and behavior), R BHNEFEE L R
REAEBR I EZRABLZENET

E AR TR ERES M (unique equipment, devices,

@
o
‘Secu rlty © Confidential and Proprietary Information of SCADAfence Ltd.
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R ZE : SCADAFENCE

PASSIVE REAL-TIME CONTINUOUS NETWORK MONITORING (CNM) FOR OT NETWORKS

KEY BENEFITS
=4 (D
RRITIEEE REEEY REEEY
TEAENERE TERENERZEE TEAEEZNERIEE
7
TA Industrial Adaptive behavioral 4  Automatic self
HOW T WORES Q\ protocols DPI ﬁﬁ profiling /\ configuration

(Deep Packet Inspection)

‘Secu rlty © Confidential and Proprietary Information of SCADAfence Ltd.
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PASSIVE NETWORK INTEGRATION

Plant Network

Web Historian
Server Server

Supervisory Network

SCADAfence
CNM

SIEM
/ SOC

Remote Access
—> / Internet

Industrial ‘

Gateway

s

W
= = P

Engineering HMls ICS/ISCADA
Workstations Servers

Control Network

/—T——i /——.r—i /—1—_i

PLC PLC PLC

fSecurity

The Hub of Security Innovations

Industrial Network
Backbone Switch

Software based solution with
port mirroring integration

Integration with existing
SIEM/SOC solutions

On-premises dashboard and
optional professional service

© Confidential and Proprietary Information of SCADAfence Ltd.



KEY BENEFITS

RERE ‘ B i S 3 ‘ BN

# SCADAfence CNM{z3BOT & ITE[JFEE # 17BhOT & IT ;R a8 B2 2 SR B # MR EEEE A EEEN(ER

1 (real-time control) T 4GP NN E HY SR BB /IR

FEBLEE) # SCADAfence CNM B BIFE(E T 2444 # 75 7 SCADAfence CNM > OT & ITHJff
EKZ%Z%FR%E » PR R EEY RAASTEANH A EE)

R GE| (Approved & Planned) 4 BE#I{T

For example: For examble: For example:

e Automatic Asset Discovery . e Unauthorized Industrial Commands
* New Devices )

2 A Ly e Unauthorized Internet Connections 2 el e e

e Network and Topology Map . e Anomalous Network Activity
* |nsecure Services

¢ Network Statistics L e Service Malfunctions

Weak Authentication

Forensics Tools

Operational Risks

‘Secu rlty © Confidential and Proprietary Information of SCADAfence Ltd.
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CASE STUDIES

it Malware spread from the IT to the production network

BOM - a2 T . o .
L {f Dual-homed device created unauthorized internet connection
BB LI

it Dozens of undocumented devices (60% of network assets)

it Firewall configuration gap allowed unauthorized external access from

= - JRE/ANT the office network

SR EB 4H 3t it Production network computers and mobile device were

undocumented and missing from the CMDB

. zez}‘} i Internet connection via an unauthorized router

\9 |\

#2147 (Chemical API) L& ## Employee connected personal laptop to production network

‘Secu rlty © Confidential and Proprietary Information of SCADAfence Ltd.
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CASE STUDIES

é BON - $B1T #f Malware infected the building management system
BMS it Unauthorized internet connectivity from various networks
BON : BEBEAS #t Unauthorized industrial connections to external networks
- A ARG HESE ## Unpatched systems accessible from external networks
@ B - BAKIKAT ## Unauthorized Android device and internet connection detected
H 2k 7K E 38 5% ## Malware infected production environment

Lsecu rlty © Confidential and Proprietary Information of SCADAfence Ltd.
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Smart Security for Smart Manufacturing

Securlty

The Hub of Security Inn

,r‘hﬂ'



