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Session Outline defendpoint

Today we will ...

I— BE InsnERIEEREINAE®
1A IRAMRL Rt

=N AEIVTEA

= il Fo B AZHIR

==
ox

_

79 ecurity Avecto



The Modern Endpoint defendpoint

Why is it such a critical asset?

7Security Avecto



Security Compromises defendpoint

Why are the attackers winning?
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Integrated Endpoint Protection

A proactive approach to security
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Achieve Least Privilege
Whitelist'the Good
Protect Trusted Apps

Gain Insights & Adapt
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Quick Start defendpoint

Policy overview

Low Flexibili g Medium Flexibility 8 High Flexibility
m’g ty o v

Prohibited Apps

Authorised Apps

Baseline-—Buit-in-Ru

Privi egeh‘Apps

Unknown Content

Application Exceptions
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» Corporate branding
 Tailored message

CHALLENGE

Corporate branding

Tailored message
Reason
Challenge & response Code
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Quick Start defendpoint

User roles

Low Flexibility Worker Medium Flexibility Worker High Flexibility Worker

Reason Required
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Program Name [PG_PROG_NAME]

[PG_PROG_NAME]
[PG_PROG_PUBLISHER] Program Publisher  [PG_PROG_PUBLISHER]
[PG_PROG_PATH] Program Path [PG_PROG_PATH]

[PG_PROG_NAME]
[PG_PROG_PUBLISHER] Program Name
Program Publisher

[PG_PROG_PATH]
Program Path

Program Name
Program Publisher
Program Path

Please provide a reason
Select a reason - Please select a reason
Select a reason v

Enter Response Code
sponse Code contact IT Support and quote the number shown
n avecto-PC\avecto

Password

4773 0992X * Code
(o] o ek [ e

Avecto

.



defendpoint

Avecto Defendpoint:
Customer Story : Successful Deployments

Putting theory into practice
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Avecto’s Deployment Methodology defendpoimt

Customer success stories

e - Starting position:
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Traditional Malware defendpoint

Example attack chain

User Browsing

Encounters malicious site which
encourages them to download file

http:\\www.

Invoice.pdf.exe User Executes Application

Malicious executable may provide a
remote connection or execute ransomware

Download to Disk

The download served by the malicious site is
downloaded to disk on the user’s endpoint
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File-less Malware defendpoint

Example attack chain

Phishing Code Execution
Most common origin for attacks Execute scripts using native Shell applications
including ransomware and APTs (e.g. PowerShell, CScript etc.)
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Malicious Content Persistence
Social Engineering & attacks against Establishes persistence mechanism to allow
trusted apps code to be re-launched after a restart
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Trusted Application Protection (TAP) defendpoint

Out-of-the-box protection of high-risk applications

« Targeted rules for highest risk applications High-risk application
Web browsers (g &) e
Microsoft Office w3 xH P33 r3J 0% Untrusted Trusted

Adobe Reader A @ [@ @ [@

All unknown & untrusted processes and DLLs

 Blocks

Script Hosts

Native script hosts & commonly exploited tools (Blacklist)

* Per-workstyle configuration

Lightweight, out-of-the box configuration
Exploited Tools

End-user warning messages (Blacklist)

Auditing and reporting
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Thank you
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